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of ] 62443-21 TR62443-2-2 TR62443-2-3 62443-2-4
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og ) < ) )
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o 0 management system management system
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2 System security
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ES - A o requirements and
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b
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o Product @evelopment requirements for |IACS
E ‘ requirements
8 components

PR [4]
B6 IEC 62443 % 7|
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et * 4] (Use control, UC) -
& SL B (System integrity, Sl) o

e 7° 1L #% 57 14 (Data confidentiality, DC) -
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ID X DA B ID £ AR B
IAC Identification and RDF Restricted data flow
(24) authentication control (11) FoALm 4
EalIR At |

uC Use control TRE Timely response to events
(24) | # ¥ il 3) ERER Ly

SI System integrity RA Resource availability

(19) LR B (13) TRE

DC Data Confidentiality

(6) o s AT
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o Fhr & M2 RERTHERY

CIPV1 % NERC 2008 # 4] % & % % 4 MAZA# X 5 heie s 2 B8] &
EEFHANL AT F LR AL 2 ERE 2 22 FE T CIPVS
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%3 NERCV5 % 22 &

ID £ AR B ID £ AR
CIP-001 | Sabotage Reporting CIP-008 | Cyber Security — Incident
(12) | 2% & BLimdp 2 (11) | Reporting and Response Planning
T 2T EAFEREY b
P
CIP-002 | Cyber Security — CIP-009 | Cyber Security — Recovery
(17) | Critical Cyber Asset (26) | Plans for Critical Cyber Assets
Identification FiUE >-METLTEALRY
FRUEIES L) ¥ 1
7oA
CIP-003 | Cyber Security — CIP-010 | Cyber Security — Configuration
(39) Security Management (7) Change Management and
Controls Vulnerability
AR S - LR FUHX -2 R PREERE
CIP-004 | Cyber Security — CIP-011 | Cyber Security — Information
(26) | Personnel & Training (6) | Protection
FUE -4 R ER FUE>-FTAFE
CIP-005 | Cyber Security — CIP-012 | Cyber Security — Control Center
(20) | Electronic Security (2) | Communication Networks
Perimeter(s) T E >-Frdl P v R
AR U E SR i i 2
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(36) | Physical Security of (3) £ WYY
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CIP-007 | Cyber Security — CIP-014 | Physical Security
(46) Systems Security (6) L LR
Management
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3.4 NRC RG5.71

FRP T FRA R 6t TR Y P F R ERF DT
% 2ApM A FE T 1 A2FF 5 ¢ (IEEE) ~ NIST 2 2 IR 2 % 7%
(Department of Homeland Security, DHS) % & RG5.71[7] -

i
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SR Y EE S e A% 2 e TR
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%4 RGL71=% >p#HE R

ID Z 2B ID LR ¥
A.2 | Cyber Security Plan C.3 | System and Information
@ |Fa% 2% (11) | Integrity

R B e -
A.3 | Cyber Security Program C.4 | Maintenance
(3) | !mplementaion () | @z
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ID £ DA ID £ DA R
A.4 | Maintaining the Cyber Security | C.5 | Physical and Environmental
(3) |Program (6) | Protection
MEFTLE 23 FWE R &
A.5 | Document Control and Records | C.6 | Defensive Strategy
(1) |Retention and Handling (1) | B 5%
2 BErdl s BT 2 AT
B.1 | Access Control C.7 | Defense-in-Depth
(23) | w5 P~dxh 1) |®AEPE
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12) | e viFET L @) |Erwvi
B.3 | Critical Digital Asset and C.9 | Contingency
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MAtd T A i Safety~Security and Emergency
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#8333
B.4 | Identification and C.10 | Awareness and Training
(9) |Authentication (10) | znirer 20 4
] B2 ]
B.5 | System Hardening C.11 | Configuration Management
(5) | & ke i ) |2 pm
C.1 | Media Protection C.12 | System and Services
O (6) | Acquisition
kB RARE (R
C.2 | Personnel Security C.13 | Security Assessment and Risk
(2 | * B =% > (3) | Management
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4.42 % 25" (Safe Mode)
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